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24 Multicast
#cs168  #beyond-client-server

Go beyond the unicast, client-server model. Instead, implement group

communication via multicast model .

Multicast

hosts can choose to join/leave groups at any time

you can send a packet to a group, even if you are not a member of

that group

IP multicast: implemented in routers on L3

host-to-router (IGMP)

routing protocol (DVMRP, CBT)

Overlay multicast: implemented in hosts on L7

Note

IP multicast

Each multicast group has an IP address. Reserved for multicast groups:

224.0.0.0-239.255.255.255.

Hosts can send 3 types of packets: -oiQ, /eave, 'ata (send a data

packet to a multicast group).

Routers must know how to process Join, Leave, and Data packets from

hosts.

Routers implement two protocols:

PacNet Gelivery moGels

routers must store states  e.g. to know members of group

routers must run protocols  to learn how to forward packets

forward packet to all group members

packet is only forwarded once on each link

+ost�to�5outer (IGMP): learns the group(s) that your directly-

connected hosts belong to

static routing in unicast model

5outiQJ (DVMRP, CBT): routers talk to each other to build

forwarding tables

distance-vector/link state in unicast model

CBT gives better scaling than DVMRP, at the cost of worse

efficiency

Note

Both are used today. PIM (Protocol-Independent Multicast) has

two variants:

PIM-DM (Dense Mode): uses DVMRP for large groups

PIM-SM (Sparse Mode): uses CBT for small groups

IGMP: directly-connected hosts

Exchange messages:

DVMRP

Flood. Issues:

Tuery: router periodically asks hosts which groups they belong to

reSorts: hosts periodically tell the router

if the router doesn't receive a report for a long time, the

membership has expired

6ummary

'9M5P
One tree per sender, per destination group.

1. packet is sent along multiple paths to the same router.

fix with 5P%: send packets along a spanning tree rooted at the

sender

2. packet is sent to non-members

fix with 5PM: prune branches of the tree with no members

Note

5everse SatK EroaGcastiQJ

build a tree rooted at the sender

if you receive a packet from your parent, send it to all your

children

in multicast, children report themselves to their parents

(extra tables)

otherwise, drop the packet

In unicast, packet flow up toward the root. In multicast, packet flow

down, from the root to everyone.

One tree per sender.

(In distance vector, there is one tree per destination.)

&ore-EDsed trees

If a router needs to join the tree: unicast a -oiQ message to the core.

Routers along the path can see the message. They join the tree by

enabling the incoming link and the outgoing link.

If you are a leaf with no directly-connected members: send a 4uit
message to your parent (next-hop node).

Parent receives Quit message and disables their link to that child.

If you have only 1 link left, you are a leaf.

6ummary

&%7
One tree per destination group, rooted at a specific core group.

Touches every member of that destination group. (Initially, the

core is the only node on the tree.)

IP multicast challenges

6ummary

6eQGiQJ a SacNet

1. From a group member

broadcast message along the tree to reach every group

member

2. From not a group member

encapsulate the packet, and unLcDVW LW Wo WKe core

then, the core broadcasts the packet to everybody on the

tree

1. DVMRP, CBT do not scale to inter-domain routing.

Note

Today, IP multicast is mostly used within a single network.

Applications can write custom solutions based on the unicast

model.

e.g. use a central relay server, sender unicasts packet to server,

2YeUla\�EaseG multicast

Key idea: build a virtual QetZorN toSoloJy to connect the hosts

together.

Hosts use YLrWuDO IorwDrdLng WDEOeV to route packets through the

overlay network.

Virtual routers use eQcaSsulatioQ to send packets to the next-hop

virtual routers.

Note

ImSlemeQtatioQ
Implemented in hosts, not routers:

routers just forward unicast packets, as usual

virtual routers in the hosts run routing protocols and

populate multicast tables

hosts are now forwarding packets between each other!

6ummary

Pro: overlay multicast is easy to deploy and accommodates

diversity in goals

Con: overlay multicast introduces additional overhead

packets require extra processing, e.g. en/decapsulating

no guarantee that packets take least-cost paths to destinations

app developers must implement multicast themselves

Note

6tretcK: ratio of physical path cost to the corresponding virtual

path cost. Lower is better, 1 is perfect.

Overlay multicast performance depends on how well the virtual

topology matches the physical topology.

Currently, solved by manual configuration by operator. Common in

dedicated networks like datacenters, where the operator controls

the topology.

Problem: no inter-domain support for multicast.

Note

Today, IP multicast is mostly used within a single network.

Applications can write custom solutions based on the unicast

model.

e.g. use a central relay server, sender unicasts packet to server,

and server unicasts packet to all group members

25 Collectives
#cs168  #beyond-client-server

Defining collectives

Summary

Collective communication: a group of nodes that exchange

data in a coordinated manner as part of a group computation

Modern implementations: NCCL (Nvidia), MSCCL (Microsoft),

etc.

highly structured communication

dedicated network infrastructure

data is transformed as it's exchanged

Summary

Collective operations: a set of basic communication patterns.

"API" for distributed communication

Roughly two categories of collective operations: redistribution and

consolidation.

orchestrated: a centralized controller plans out the job ahead

of time

synchronized: every node starts the operation at the same time

blocking: must wait for all nodes to finish before proceeding

Consider this example. There are  nodes. Each node specifies a -

element vector of input data, and receives a -element vector of output

data:

Before the operation, a centralized controller does some setup:

tell each node its number ("you are Node 1")

tell each node the value of  ("there are 4 nodes in total")

specify the memory addresses of the read buffer and write buffer

1ote

5eGistriEution operations
Broadcast: the target sends its vector to everybody

Scatter: the target node sends its th element to th node

Gather: node  sends its th element to the target node

AllGather: node  sends its th element to everybody

1ote

ConsoliGation operations
Reduce: sum up the vectors, then send the resulting sum vector

to a target node

AllReduce: sum up the vectors, then send the resulting sum

vector to everybody

Some operations are Guals of each other, i.e. one operations is the

reverse of the other. All else equal, two dual operations use the same

bandwidth:

,PSlePenting collectives

ReduceScatter

Broadcast and Reduce are duals

Broadcast: read from 4 boxes in the root node, write to all 16

boxes

Reduce: read from 16 boxes, write to 4 boxes in the root node

Scatter and Gather are duals

AllGather and ReduceScatter are duals

AllReduce = ReduceScatter + AllGather is its�oZn dual

What topology to use to connect the nodes?

What data does each node have to send to the other nodes?

Consider AllReduce on  nodes.

7otal 
EanGZiGtK

1umEer oI 
steps

%anGZiGtK 
per step

Mesh 1

Single root 2

(Binary) tree

Ring (naive)

Ring 
(optimized)

Tree, unlike first two, is actually used.

Naive ring is very bursty.

total bandwidth

each node receives up to 2 vectors (  bytes each) from

children

each node sends 1 vector (  bytes) to parent,  nodes in total

number of steps

tree has  nodes, and height 

bandwidth per step: each node receives up to 2 vectors from

children, and sends up to 1 vector to parent, each vector is 

bytes

Summary

2verlay�unGerlay topoloJies

How you draw the overlay network (e.g. the order you connect the

hosts) has a big impact on performance.

overlay ring topology

average stretch = (2 + 3 + 2 + 3)/4 = 2.5

1ote

/ayers oI aEstraction Ior collectives

1. Definitions: users just need to know the input/outputs to use

the operations

2. Overlay: the data exchanged over virtual links

3. Underlay: how the virtual links correspond to actual physical

links

Peering infrastructure: direct connections between CDNs and other

networks, e.g. ISPs, to exchange traffic without involving third-party

transit providers.

Picking CDN server:

anycast : advertise the same IP prefix from multiple locations

- least-cost routing chooses the best server to use

- problem: routing can change in the middle of a long-lived

connection

 Note
Anycast: a network addressing and routing method where

multiple servers share the same IP address. When the user's

request is sent to that address, the network calculates and

directs the request to the closest server. #DNS  #CDNs

DNS-based load-balancing : map the same domain to different IP

addresses, depending on where the query comes from

solves the anycast problem: different servers have different

addresses

problem: granularity

extensions are required to add end user info in the query

if many users query through the same resolver, they all

get the same address

app-level mapping : direct the user to the cache

solves the DNS granularity problem: app knows the end user's

address
allows for mapping at per-content item granularity

problem: need to find which cache is "closest" to the client and

ight strategy for failures (e.g. if a server goes down)

Note

CDN





#uni/cs-168

#uni/cs-168

#uni/cs-168

bursty traffic: when packet arrivals are not evenly spaced in time.

Summary

socket: an OS mechanism to connect a process to the networking stack via TCP/UDP
protocols. sockets are identified by unique {IP:port} pairs.

port (logical): a number that the OS associates with a socket when it is created.
open a socket between {source IP address:source port} and {destination IP
address:destination port}
allow L7 applications to operate on data streams (unaware of layers below packet
handling, routing, congestion control, etc.)
- connect() : establishes connection to remote server
- listen() : waits for incoming connections (server side)
- accept() : accepts incoming connections and creates a new socket for a client
session
- send() / receive() : sends/receives data through the connection

layering in OSI (Open Systems Interconnection) model

/�� application
+TTP: (logical) port ��
SS+: (logical) port ��
email (I0$P/POP), etc.

do the thing

/�� transport
TCP, UDP

EeyonG delivery: (un)reliability, packet assembly, congestion 
control, etc.
- TCP: provides reliability (error-checking, retransmission), 
packet reaches its destination guaranteed
- UDP: provides fast but unreliable transmission

/�� netZork
IP

global delivery, best-effort
uses IP address (0$C address and logical port combination)

/�� Gata link local delivery, best-effort
uses 0$C address, device-to-device communication

/�� pKysical link
(thernet, :i-)i, C$1 
bus, US%

local delivery
physical transfer of raw bits (cables, wireless)

best-effort   no guaranteed delivery

- used by OS to send data to correct process
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#uni/cs-168

#uni/cs-168 #uni/cs-168/routing

#uni/cs-168 #uni/cs-168/routing #uni/cs-

168/routing/intra-domain

procedure BELLMANFORD(dst, routers, links)
for each r in routers do

distance[r] 
nexthop[r]  None

end for

distance[dst] 

for each router do
for  in links do

if distance[ ] distance[ ] then
distance[ ]  distance[ ] 
nexthop[ ] 

end if
end for

end for
end procedure

1:

2:

3: ← ∞
4: ←
5:

6:

7: ← 0
8:

9:

10: (r  , r  , c)1 2 //relaxation operation

11: r  1 + c < r  2

12: r  2 ← r1 + c
13: r  2 ← r  1

14:

15:

16:

17:

#uni/cs-168 #uni/cs-168/routing #uni/cs-

168/routing/inter-domain

#uni/cs-168 #uni/cs-168/routing #uni/cs-

168/routing/inter-domain

#uni/cs-168 #uni/cs-168/routing #uni/cs-

168/routing/inter-domain
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168/routing/inter-domain

Update

Open
KeepAlive
Notification
Update

ASPATH

LOCAL_PREF

MED

LOCAL PREFERENCE

#uni/cs-161 #uni/cs-161/netZorNing

#uni/cs-168 #uni/cs-168/routing #uni/cs-

168/routing/inter-domain

ASPATH

#uni/cs-168 #uni/cs-168/routing #uni/cs-

168/routing/inter-domain
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